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ENTERPRISE loT ARCHITECTURE

Driving datacenter function to the edge

» Business processing

| * Reporting

DATACENTER | » Long-term data analytics

e Datainfrastructure
» Enterprise integration

» Software-defined storage
« Communications/messaging

| » Data pre-processing

GATEWAYS | » Real-time data analytics

* Real-time actions/rules

« Software-defined storage
e Security

* Communications/messaging

DEVICES I » Data acquisition
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EXAMPLES OF TARGETED USE CASES

Remote factories, disconnected ferries, trains, oil stations
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% Datacenter

CUSTOMER NEEDS

How to handle containers deployment to the edge?

?

Container

CONTAINER

CONTAINER

CONTAINER

CONTAINER

REMOTE MACHINE

Edge
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FROM DEVELOPMENT TO THE EDGE
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USE CASE SCENARIO
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From Datacenter to the Factory
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FROM DEVELOPMENT TO EDGE DEPLOYMENTS
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USE CASE SCENARIO

From Datacenter to the Factory
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THE RED HAT STACK

Can support your edge deployments

Application Container

@ Red Hat Openshift
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#RedHatOSD

HOW DO YOU HANDLE IT?



Corporate Node

— . |

RED HAT'

Container Platform

Corporate DC

MULTIPLE EDGE

DEPLOYMENTS SCENARIOS

Plant Node

OPENSHIFT &=

RED HAT'
OPENSHIFT

Container Platform

loT HUB

Edge Node

Deployment Scenarios
(Based on resource (CPU/Memory)
and connectivity (Bandwidth/Latency)

availability)

SCENARIO1

Low resource (Edge Gateway)

Non reliable connectivity

SCENARIO 2

High resource (Edge Server)

Reliable connectivity

SCENARIO 3

Available resource (Edge Server)
High affidability connectivity

Available
capabilities

- Data gathering
- Basic analytics
remotely managed

- Data gathering

- Dynamic deployed
containerized
business applications

- Data gathering

- Dynamic deployed
containerized
business applications
- Centralized
Management

, #RedHatOSD
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Cl/CD THROUGH DATACENTERS &

(

—— e o e e e ==

GIT SERVER ARTIFACT REPOSITORY
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NON-PROD DEV UAT
£35 OPENSHIFT
Datacenter

‘;AJ'—E\ASAYS

#RedHatOSD

1@*5*
o —————
| RHEL7.X !
PROMOTE PROMOTE | CONTAINER !
TO PROD TO PROD | |
_______ - papepegepegegegegags 5 . RHEL7.X |
1 ; | | CONTAINER |
| | OPENSHIFT | | EDGE GATEWAYS |
@l I ; %l IMAGE (( I : J
" : REGISTRY | i ENTERPRISE |
I QUAY ux 1
b | | . Lo N
| 1
""""" | | OPENSHIFT “~ -~~~ === =====
i 1 |
i 1 | CLUSTER RHEL7.X |
............ | : CONTAINER |
1
PROD | I GATEWAY HUB RHEL7.X
I : CONTAINER :
I 0 OPENSH|FT OPENSHIFT NODE
J | by Red Hat" 1
) \ Geo-Distributed Factories (plants) )J
Q redhat.




Cl/CD THROUGH DATACENTERS &

-
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IMAGES DISTRIBUTION w/ RED HAT QUAY

Content governance and ingress for OpenShift / Kubernetes / Edge

Container Catalog

Q (RHCC)
B

Docker
Hub

Other Registries

Al

security scan
lifecycle mgmt

image history
webhooks

QUAY

y #RedHatOSD
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SCALE loT SOLUTION THROUGH
CENTRALIZED AUTOMATION PROCESSES

Centralized Management ...Automatized processes to the
for... edge

RED HAT' i
0 OPENSHIFT' Manage Application
Service broker Deployment up to the edge Applications )))jk(((

RED HAT' /

Ql:lrSIBLE'

\ SO
RED HAT Manage Operation System @]7'! %7'!
SATELLITE RHEL Deployment on HW N

at the edge
Gateway/
Edge Server
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WHAT ABOUT THE TECHNOLOGY?

Six Building Blocks

1. ENTERPRISE READY
VIRTUALIZATION LAYER

2. CONTAINER BASED

PLATFORM AS A SERVICE

3. AUTOMATION ENGINE

ENTERPRISE FRAMEWORK

4. CRITICAL RELIABLE &

MILITARY-GRADE SECURE

OS
5. O.S.INSTALLATION &

#RedHatOSD

MANAGEMENT

RED HAT'
VIRTUALIZATION

RED HAT

OPENSHIFT

Container Platform

RED HAT'
ANSIBLE

Automation

RED HAT
ENTERPRISE LINUX

RED HAT'
SATELLITE

RED HAT'
QUAY

Q redhat.



A REAL USE CASE:
INTELLIGENT loT GATEWAY

https://www.youtube.com/watch?v=bNipu50A104

#RedHatOSD @ rednat


https://www.youtube.com/watch?v=bNipu5OA1o4

THE PLATFORM: OPENSHIFT

Applications  Places  Firefox

OpenShift Web Console - Mozilla Firefox = O £

O GitHub - redhat-ic. x | € GitHub - alezzanc: x | G OpenShift Web Cc x
& C ® & https://masterdnst75nivewcttqq.eastus.cloudapp.azure.com/console/catalog 150% |« @ Search Yy InNMOD G € B =

® Image Registry - £ x | @ smartgw X | © iotgw_mainprojec’ x  +
OPENSHIFT CONTAINER PLATFORM

My Projects

N

Deploy Image Import YAML / JSON Select from Project
Browse Catalog ploy Image  Imp J i Sl ar
&I

Languages Databases Middleware Cl/cb Other iot-development

Filter v | 105 Items

NET NET NET NET

.NET Core + .NET Core Builder .NET Core Example .NET Core Runtime 3scale-gateway
PostgreSQL Images Example
(Persistent)

o O 7/ /

amp-apicast- amp-pvc Apache HTTP Server ~ Apache HTTP Server CakePHP + MySQL
wildcard-router (httpd)

Recently Viewed

loT Remote

# Openshift Web Console - Mozilla ...
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RED HAT LAB: INTELLIGENT loT GATEWAY

Demo firstly developed for Red Hat Summit 2016

(https://qgithub.com/redhat-iot/Virtual loT_Gateway )

% Build the Intelligent IoT Gateway with open source software in a few simple steps

s Main components of the Gateway are:

> Red Hat Enterprise Linux to provide Enterprise class foundation

> Red Hat Fuse to transform sensor data and route it to end points

> Red Hat Decision Manager to enable real-time decision making at the edge

> Red Hat AMQ to arbitrate sensor data

Red Hat Fuse integrate sensor app and a business rules service

Sensor app sends temperature data using MQTT to the Red Hat AMQ broker, these

messages will be forwarded to the earlier services

% Finally the business rules will trigger desired action when the sensor value reaches
a threshold

y #RedHatOSD & rednat
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https://github.com/redhat-iot/Virtual_IoT_Gateway

INTELLIGENT loT GATEWAY: CONTAINERIZED

Demo refactoring for OpenShift deployment

Software-Sensor Broker-AMQ Business-Rules
RED HAT' RED HAT
DECISION
..(I)DenlDK . AMQ 2 MANAGER

Routing-Service

RED HAT'

. FUSE

e ==

httpsedifmitieib.com/alezzandro/iotgw _mainproject @ rednat



https://github.com/alezzandro/iotgw_mainproject

BUILD THE CONTAINERS

Applications  Places  Firefox ™ TueJul10,15:19

OpenShift Web Console - Mozilla Firefox ] - = X
© GitHub - redhat-ic' x | € GitHub - alezzand: x W ® Image Registry - £ x | ® smartgw x | ) iotgw_mainprojec x | +
< c @ @ & https://masterdnst75nivewcttqq.eastus.cloudapp.azure.com/console/project/iot-development/browse/pipelines 150% | -+ O v Search =

OPENSHIFT CONTAINER PLATFORM

elopment ~

Pipelines temmorecs
businessrules-pipeline start Pipeline
Recent Runs Average Duration: 1m 7s
© Build #5 preamble build test deploy tag
L A\ 4 A 4 \ 4
3s 0s s 0s
View Pipeline Runs Edit Pipeline
routingservice-pipeline start Pipeline
Recent Runs A Average Duration: 10h 20m
preamble build test deploy tag
o c ' )Y ' )Y £
\Y4 \4 A\ 4
1s 7s 0s 20s 0s

View Pipeline Runs Edit Pipeline

https://masterdnst75nivewcttqq.eastus.cloudapp.azure.com/console/project/iot-development/edit/pipelines/routingservice-pipeline

% OpenShift Web Console - Mozilla
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DEPLOY THE CONTAINERS

Applications  Places  Firefox Tue Jul 10, 15:18

OpenShift Web Console - Mozilla Firefox ] - = x
© GitHub - redhat-ic x | € GitHub - alezzand x W ® Image Registry - ' x | ® smartgw x | ) iotgw_mainprojec: x | +
< c @ @ & https://masterdnst75n ttqq.eastus.cloudapp.azure.com/console/project/iot-de t/overview 150% | - O Search ymm Mo e em =

OPENSHIFT CONTAINER PLATFORM
iot-development v

@2 Overview

routingservice

Vr;otrirt'inrgserrvmé, #1 “500 ,,<‘O'O 09 1) pod H

CPL K Network

software-sensor

Monito

software-sensor, #1

£ OpenShift Web Console - Mozilla ...
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TEST THE CONTAINERS

Applications Places Firefox

OpenShift Web Console - Mozilla Firefox = £
© GitHub - redhat-io x | €) GitHub - alezzand: x | G OpenShift Web C¢ x | ® Image Registry - F X @ smartgw x | ) iotgw_mainprojec x | +
< c @ ® & https://masterdnst75nivewcttqq.eastus.cloudapp.azure.com/console/project/iot >pment/browse/pods/s 150% | - @ ¥ Search v Mo o € =

OPENSHIFT CONTAINER PLATFORM

iot-development v

Pods software-sensor-1-wzbjv
software-sensor-1-wzbjv Actions v
Applications app deployment deploymentconfig
Details Environment Metrics Logs Terminal Events
Status X Template
Status: 2 Running Containers
Depl t: software-sensor, #1
cRoymen S software-sensor
IP: 10.128.5.30
Node: mycluster-node-3 (10.2.0.4) 2 Image: iot-development/software-sensor 092d265 174.5 MiB
Restart Policy: Always <
Source: Adding systemout df7515d authored by Alessandro Arrichiello
Container software-sensor 4 Ports: 8080/TCP, 8443/TCP, 8778/TCP
State: Running since Jul 10, 2018 3:03:29 PM £ Mount: default-token-71q47 — /var/run/secrets/kubernetes.io/serviceaccount
Last State Terminated at Jul 10, 2018 3:03:28 PM (Completed) ead
Ready: true
Restart Count: 147 Volumes

default-token-71q47

# OpenShift Web Console - Mozilla ...
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DEMO’s CONTAINERS DEPLOYMENT TOPOLOGY

Multiple Openshift projects simulating DC and HUB

T T T e e e e e - —— ~ N T e e e e e e ————— ~
{ \
: e |
I —
I AMQ AMQ P! . I( : :
1 CONTAINER CONTAINER I : CONTAINER | : |
|
| SW-SENSOR SW-SENSOR : 1 ! SW-SENSOR | !
| CONTAINER CONTAINER ;! : CONTAINER | :
1 | |
I ROUTING-SVC ROUTING-SVC Iy I  ROUTINGSVC | |
. CONTAINER CONTAINER : 1 I CONTAINER | |
1 | L
I BUSINESS-RULES BUSINESS-RULES I 1 1 BUSINESS-RULES I 1
: CONTAINER CONTAINER . I CONTAINER | |
! I
I  — —|—:—> —»: EDGE GATEWAYS : |
: | 1 |
| 1 |
: Development I D
| | L
| | 1 |
| . : 1 I RED HAT' (.
I 0 OPENSHIFT [ I ENTERPRISE | |
I by Red Hat' 1 1 1 LINUX ;|
| I 1 | S — - 1
\ Datacenter , | Geo-Distributed Factories (plants) ,
N o o o o o o o e e e e e e e e e e e e e e e e - N e e e e e e e e e e e e e e e e e e e e o
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DEPLOY REMOTE CONTAINERS

Applications Places Firefox = Tue Jul 10, 15:21

OpenShift Web Console - Mozilla Firefox - = x
O GitHub - redhat-ic. x | € GitHub - alezzanc: x | G OpenShift Web C¢ x | @ Image Registry - £ x | ® smartgw x | € iotgw_mainprojec' x | +
& c @ ® & https://masterdnst75nivewcttqq.eastus.cloudapp.azure.com/console/project/iot-hub/catalog 150% | - @ t¥|| Q Search symmw Moo ¢e®m =

IoT Remote Container Deployer - Testing

Information Configuration Results

o

o—
J{J}» loT Remote Container Deployer - Testing
—0

This default plan deploys deploy-containers-apb

This is a sample APB application that deploys containers on remote host

Cancel Back

% OpenShift Web Console - Morzilla ...
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OPENSHIFT ANSIBLE PLAYBOOK BUNDLE

Deploy the container just built through OpenShift

OpenShift
Service Catalog

Red Hat
Container Catalog

edge-deploy-apb

gnH Jayooq

Ansibay piysuado

APB container runs
deploy.yaml
playbook to provision
container on Edge
Gateway

APB EDGE

£5 OPENSHIFT

by Red Hat"

#RedHatOSD

OpenShift
> e Ansible Broker

oc run postgresql-apb bind $vars

. _—_—mm—
Container Container
(edge-deploy)

RED HAT’
ansible-playbook deploy.yaml $vars EII\II\ITUEXRPRBE

Q redhat.



COCKPIT: RHEL MANAGEMENT

Places

Firefox

Containers - smartgw - Mozilla Firefox

© GitHub - redhat-ic x | € GitHub - alezzand x | & OpenShift Web C: x | @ Image Registry - £ x Containers - smari x | ) iotgw_mainprojec’ x | +
< c @ @ & https://104.211.53.12:9090, 160% | -+ @ 1y Search
RED HAT ENTERPRISE LINUX SERVER

System T .

Images and running containers v
Lo;
Networking % Combined usage of 4 CPU cores GiB Combined memory usage
100
Containers ! 27.4 GiB Free
Accounts =
05 l
Services !
0 g 0
15:20 15:21 5:22 5:23 15:24 15:20 15:21 15:22 15:23 15:24
Diagnostic Reports
Kernel Dump .
Containers

SELinux
Subscriptions
software-sensor

Terminal docker-registry-default.52.168.23.6.nip.io/iot-testing/software-sensor:latest

businessrules docker-registry-default.52.168.23.6.nip.io/iot-testing/businessrules:latest

routingservice docker-registry-default.52.168.23.6.nip.io/iot-testing/routingservice:latest

amq63 jboss-amq-6/amq63-openshift:latest

Images

# Containers - smartgw - Mozilla Fir...

#RedHatOSD

/usr/local/s2i/run

/usr/local/s2i/run

/usr/local/s2i/run

/opt/amg/bin/launch.sh

= o 3

smmertloe em =

& Unloc A root v

0/27.4GiB

1% 62.5 MiB running
6% 935.9 MiB running
1% 318.8 MiB running
1% 173.4 MiB running

®

mage

Q redhat.




DATA FLOWS BACK TO THE HUB

Applications Places Firefox Tue Jul 10, 15:25

OpenShift Container Platform JVM Console - Mozilla Firefox - = X
© GitHub - redhat-ic x | €) GitHub - alezzand' x | OpenShift Container x | ® Image Registry - F x | @ Containers - smar' X | €) iotgw_mainprojec’ x | +
€ c ® & htt masterdnst75nivewcttqq.eastus.cloudapp.azure.com/con j jmx/attributes?con=broker-amq&r 150% | - O ¥ Search vl e € =
OPENSHIFT CONTAINER PLATFORM

Connected to broker-amq

JMX Threads ActiveMQ

@ Operations Ll Charts + Create

Vv <& broker-amg-1-nvw4d

g OLGUE Name A Queue Size Producer Consumer Enqueue Dequeue Memory %
> 7 message.to.datacenter
message.to.datacenter 319 1 0 180 0 39
> & Topic
&) Health A
= Log4JConfiguration

> PersistenceAdapter
> clientConnectors

> networkConnectors

# Openshift Container Platform JVM...
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Cl/CD THROUGH DATACENTERS &
https: //Q|thuﬁ<A/ngWdA/¥c§/ mainproject
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|
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I I | CONTAINER !
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https://github.com/alezzandro/iotgw_mainproject

Corporate Node

— . |

RED HAT'

Container Platform

Corporate DC

MULTIPLE EDGE

DEPLOYMENTS SCENARIOS

Plant Node

OPENSHIFT &=

RED HAT'
OPENSHIFT

Container Platform

loT HUB

Edge Node

Deployment Scenarios
(Based on resource (CPU/Memory)
and connectivity (Bandwidth/Latency)

availability)

SCENARIO1

Low resource (Edge Gateway)

Non reliable connectivity

SCENARIO 2

High resource (Edge Server)

Reliable connectivity

SCENARIO 3

Available resource (Edge Server)
High affidability connectivity

Available
capabilities

- Data gathering
- Basic analytics
remotely managed

- Data gathering

- Dynamic deployed
containerized
business applications

- Data gathering

- Dynamic deployed
containerized
business applications
- Centralized
Management
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